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Introduction

The urgent imperative to safeguard public resources
and maintain the integrity of financial systems has never
been more pressing. In an era defined by rapid digitaliza-
tion, cross-border flows of capital, and increasingly so-
phisticated schemes of misappropriation, the dual chal-
lenge of preventing fraud and fostering innovation de-
mands new paradigms of collaboration, research and prac-
tice. It is against this backdrop that the FRED2 (“Fraud
Repression through EDucation®’) project was conceived
and implemented under European Union grant agreement
No. 101101784 (2022-IT-FRED2), and it is within the in-
tellectual and organizational ecosystem of the ImpreSapi-
ens Research Centre at Sapienza University of Rome that
its outcomes have been generated, curated and now pre-
sented in this volume.

Since its foundation in 2009, the ImpreSapiens Centre
has pursued a mission that transcends traditional discipli-
nary boundaries. Promoted jointly by the Faculties of Eco-
nomics and Political Science and supported by the Depart-
ments of Communication and Social Research (CORIS),
Business Law and Economics (DEI), Management, and
Methods & Models for Economics, Territory and Finance

DOI: 10.82018/9791221163728.00



6 Fraud Repression through EDucation

(MEMOTEF), ImpreSapiens operates as an inter-faculty
hub for business innovation, organizational re-engineering,
continuing education, workplace safety and the study of en-
trepreneurial and labour market dynamics. By integrating
legal, economic, managerial, social-scientific and quantita-
tive expertise, the Centre cultivates an ecosystem in which
public and private organizations can embark upon digital-
ly-enabled transformation with methodological rigor, stra-
tegic clarity and sustainable impact.

A flagship expression of this ecosystem is the Business
Innovation Hub (BIH), inaugurated on 22 May 2023. The
BIH—both physical and virtual—serves as an incubator
and accelerator for start-ups and nascent ventures, offering
mentoring, training programs, design-thinking workshops
and networking opportunities with investors, corporate
partners and institutional stakeholders. Initiatives such as
the BIH Challenge and the Innovation Award foster a cul-
ture of continuous entrepreneurial experimentation, cata-
lysing high-potential projects in technology, social impact
and creative industries. In doing so, the BIH demonstrates
ImpreSapiens’s conviction that innovation flourishes
where academic knowledge, professional practice and in-
stitutional support converge.

It is in this fertile environment that FRED2 took shape
as a transnational, multidisciplinary endeavour to strength-
en Europe’s capacity to prevent, detect and deter fraud in
the management of EU funds. Coordinated by Sapienza
University of Rome in partnership with anti-fraud units
(AFCOS) and academic and professional actors in Italy,
Greece, Finland and Belgium, FRED2 pursued four inter-
locking objectives: (1) to design and deliver an experien-
tial “co-lab-learning” itinerary—conferences, webinars,
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workshops and study visits—uniting academics, practi-
tioners and students in joint problem-solving; (2) to consti-
tute a mixed academic-practitioner task force charged with
mapping the conceptual terrain for a pilot study in fraud
detection; (3) to establish an Anti-Fraud Observatory with
a durable transnational network for information-sharing
and best practices; and (4) to produce dissemination mate-
rials that amplify the project’s insights across Europe.
Over two years, more than one thousand participants en-
gaged in eleven events, both online and in presence in Ital-
ian and abroad locations, forging relationships of trust, ex-
changing tacit knowledge and pooling diverse perspectives
on the vulnerabilities and controls associated with subsi-
dized finance.

This volume—“FRED2 Final Publication”—collects
the four core scientific contributions that emerged from
that collaborative journey. Together, they trace a coherent
intellectual trajectory from theoretical foundations to em-
pirical evidence and prototype tool development:

1. Co-Production as a Key Driver in Capacity-Building
Processes (Eleonora Cova) examines the psychosocial
mechanisms by which co-production—joint creation of
value by providers and users—generates trust, reflexivity
and collective learning. Drawing on service-management
theory, social-exchange and trust models, this chapter
demonstrates how immersive co-lab activities foster le-
gitimacy and new mental models among stakeholders.

2. Digital Transformation and Al in Fraud Detection:
Challenges and Opportunities in Subsidized Finance
(Francesco Bellini) surveys the state-of-the-art in Big
Data analytics, machine-learning algorithms, neural
networks and blockchain applications for fraud detec-
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tion. It balances the promise of real-time anomaly iden-
tification against ethical, privacy and operational con-
straints, and proposes a multi-disciplinary architecture
for future decision-support systems.

3. EU Fraud Risk Profile Analysis: Results of the
FRED2 Survey on Italian Registered Chartered Ac-
countants (Tommaso DiNardo & Antonia Coppola)
presents the findings of a large-scale questionnaire
(N=3000) exploring accountants’ direct and indirect
experiences of suspected fraud, regional variations in
risk perception, and the diagnostic utility of financial
ratios (e.g. operating subsidies to production value;
capitalized costs to fixed assets).

4. Pilot Research Study (Maria Felice Arezzo, Francesca
Iandolo, Roy Cerqueti, Domenico Vitale and Giuseppina
Guagnano) describes the development and validation of a
prototype decision-support system. Employing unsuper-
vised anomaly-detection algorithms, Benford’s Law tests
and a taxonomy of thirty-seven Key Fraud Indicators, the
pilot translates conceptual mappings into an analytic work-
flow that flags high-risk units for focused investigation.

Each chapter combines rigorous literature review, meth-
odological transparency, empirical illustration and practical
guidance. Collectively, they furnish policy-makers, audi-
tors, compliance officers, academic researchers and tech-
nology developers with a comprehensive toolkit: theoretical
rationales for co-production, architectural principles for
Al-enhanced detection, survey-derived risk profiles, and an
extensible prototype for anomaly scoring. In this way, the
volume exemplifies ImpreSapiens’s integrative ethos—
melding legal, managerial and technical lenses to address a
societal challenge of acute public interest.
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We extend our gratitude to the European Union’s EU
Anti-Fraud Programme for funding FRED?2, to the twelve
partner entities whose collaboration made the project pos-
sible, to the AFCOS authorities for their institutional sup-
port, and to the many speakers, participants and peer re-
viewers whose insights enriched every phase. Above all,
we acknowledge the dedication of the ImpreSapiens re-
search center team, whose interdisciplinary commitment
has yielded both scholarly advancement and concrete in-
struments for protecting Europe’s financial interests.

It is our hope that this volume will not simply docu-
ment the achievements of FRED2, but will serve as a
springboard for further research, cross-sector partnerships
and policy innovation. The complexity of fraud in the digi-
tal age demands sustained cooperation, continual refine-
ment of methods and an unwavering commitment to trans-
parency. By sharing these findings, we aim to strengthen
the collective capacity of European institutions, profes-
sional communities and scholars to anticipate emerging
threats, to design resilient control systems, and to uphold
the integrity of funds dedicated to the public good.

Mario Calabrese

Director of the ImpreSapiens Research Centre
Sapienza University of Rome,

Co-Editor, FRED2 Final Publication

Maria Felice Arezzo

Coordinator of the FRED?2 project

Professor of Statistics, Sapienza University of Rome
Co-Editor, FRED2 Final Publication






1.

Co-Production as a Key Driver
in Capacity-Building Processes
by Eleonora Cova

Summary: 1.1. Introduction. — 1.2. Co-Production. — 1.3. The
Relationship Between Co-Production and Trust. — 1.4. FRED2:
A Project where Co-Production was both the Goal and the
Means for Building New Capacities and Knowledge. — 1.5.
Conclusions. — References.

1.1. Introduction

This contribution offers a snapshot of the knowledge-
building process within the FRED2 project, providing a
psychosocial perspective on co-production as a key driver.
This chapter aims to explore how co-production has
shaped knowledge creation through the active engagement
of diverse stakeholders.

The FRED?2 project was structured around an “experi-
ential co-lab-learning itinerary”, engaging university pro-
fessors, researchers, experts in EU project fraud preven-
tion, institutional bodies such as AFCOS, and students

DOI: 10.82018/9791221163728.01



12 Fraud Repression through EDucation

from both Italian and European universities. Their interac-
tion proved essential in achieving the project’s learning
and capacity-building objectives.

Co-production—understood as a collaborative process
in which clients and providers jointly generate value—
emerges as a crucial mechanism for knowledge creation.
Rooted in service management theory (Normann, 1984),
the concept has evolved into a multidisciplinary approach,
particularly effective in fostering learning and capacity
building at both the meso (individual) and macro (organi-
zational) levels.

Three core elements underpin co-production: interac-
tion, trust, and reflexivity. Interaction is the foundation of
any collaborative endeavor. Trust, gradually built throu-
gh information sharing and reciprocal engagement, ena-
bles deeper knowledge exchange and the emergence of
new power dynamics. Reflexivity allows continuous
evaluation of roles and processes, fostering learning and
improvement.

The FRED2 project embodied these principles through
a range of co-productive initiatives—including webinars,
study visits, and collaborative workshops—with the inten-
tion of establishing an anti-fraud observatory. This initia-
tive strengthened transnational and multidisciplinary co-
operation, enhancing knowledge-sharing and collective
capacity building.

In conclusion, FRED2 stands as a prototypical example
of how co-production processes enable collaborative
learning, foster trust and transparency, and contribute to
building legitimacy within complex, multi-stakeholder en-
vironments.
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1.2. Co-Production

Co-production is a multi-faced concept (Brudney &
England, 1983). In fact, it can indicate a large set of in-
struments and ways of working that improves the quality
and efficiency of public and organizational services (Ew-
ert & Evers, 2014) through the contribution of service us-
ers to the provision of services (Realpe & Wallace, 2010).
It is defined as the voluntary or involuntary involvement
of stakeholders in the provision of any of the design, man-
agement, delivery and/or evaluation of public services
(Ostrom, 1999; Osborne et al., 2016).

Early work on public services and co-production can be
traced to the “new public governance” (NPQG) scenario that
emphasizes partnership and collaboration instead of the
“new public management” (NPM) paradigm. This early
concept of public services, which approached citizens as
“(potentially) active co-producers of the services they re-
ceive” (Fledderus et al., 2014), accounted, at least partly,
for a definition of co-production and focused on the rela-
tionship between users and producers (Bovaird, 2007), the
effects caused, the value generated (Prahalad & Ramaswa-
my, 2004; Vargo & Lusch, 2008; Payne et al., 2008;
Svensson & Gronroos, 2008; Spohrer & Maglio, 2008;
Gronroos, 2011; Edvardsson et al., 2011) and the motives
of co-production (Verschuere, 2012). However, in the
past, co-production based on NPM paradigm treated citi-
zens as a passive recipient of public value. Currently, this
conceptualization is outdated because the co-production
assumes that users have a core role in co-planning, co-
designing, and co-delivering services (Bovaird, 2007;
Parks et al., 1981; Palumbo et al., 2018). The NPG view
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opens up the co-production to look into the processes in-
side. By focusing on the extended concept of public ser-
vices, the co-production is the “public sector and citizens
making better use of each other’s assets, resources and
contributions to achieve better outcomes or improved effi-
ciency” (Bovaird & Loeffler, 2012, p. 1120). Building on
this initial definition, the concept of co-production has
progressively extended to other fields and contexts, in-
cluding service management and learning processes. It
was central to one of the classic texts in service manage-
ment (Normann, 1984), which highlighted that a key char-
acteristic of services is the dual role of the client: both as a
consumer and as part of the service delivery system. spe-
cifically, to describe the success of IKEA. The company
integrated consumers into its organizational process by in-
volving them in the final construction of its furniture, as
assembly is the customer’s responsibility.

Over time, co-production has been independently de-
veloped across multiple disciplines and applied in various
policy and practice fields. This is because it offers several
advantages, particularly in knowledge creation and capaci-
ty building, making it a key factor in the learning process.

Indeed, co-production is also a process activated in the
creation of new shared knowledge and competencies
(Verschuere et al., 2012). It can be understood as a prac-
tice that enables the construction of a shared setting, built
on trust, where actors are encouraged to reconsider power
dynamics and trust relationships, with the ultimate goal of
learning new mental models and knowledge.

By reshaping relationships and being sustained by re-
flexive processes, co-production practices foster innova-
tion through the continuous interplay of action and learn-
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ing. The value generated by co-production stems from in-
teraction: the active participation of diverse actors is not
merely a procedural choice but a fundamental component
of the process itself. Such interaction strengthens legitima-
cy, fosters identification, and facilitates learning by inte-
grating different perspectives, practices, and expertise
(Bandola-Gill et al., 2023).

1.3. The Relationship Between Co-Production and
Trust

The power relationship between producers and users
shifts in the context of co-production, as it enables the
sharing of power initially held by the organization (Red-
man et al., 2021). As suggested by Social Exchange Theo-
ry, balancing the relationship creates the necessary condi-
tions for a trust-building process between the organization
and its stakeholders. From this perspective, several studies
(Fledderus et al., 2014; Geyskens, 1998; Lusch, 1992; Ol-
iver, 2019) define co-production as a generative process of
trust. This is because stakeholders, being actively involved
in service delivery or product or knowledge creation, per-
ceive themselves as part of a well-defined relationship
recognized by all participants, one grounded in reciprocity
and shared values (Verschuere et al., 2012). Trust, in turn,
strengthens and sustains high-quality relationships across
multiple levels, from individual to organizational (Farnese
et al., 2022). Therefore, co-production operates within a
gradual, multi-level framework where trust is crucial in
driving learning and change. Therefore, research on co-
production suggests that when an organization involves
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external actors in its processes, it necessitates the estab-
lishment of a new power dynamic between the parties, fa-
cilitated by trustworthiness (Greenwood & Van Buren III,
2010). Co-production facilitates the creation of a shared
environment, where the participants can rethink power dy-
namics (Redman et al., 2021) and develop mutual trust to
find new knowledge. This necessitates an initial stance of
reflexivity, where participants critically examine them-
selves, their interactions with others, and the entire process
to co-produce meaning, learn, and build a foundation of
trust (Mollering, 2006).

The act of sharing information during interactions serves
as a fundamental precursor to trust, as it aligns the know-
ledge bases of both the trustor and trustee and emphasizes
the reciprocal nature of their relationship (Farnese et al.,
2022). This dynamic not only enables second-order learn-
ing (Koole, 2020) but also supports the gradual co-cons-
truction of trust through continuous exchanges. As out-
lined in Shapiro’s (1992) tripartite model, this process ul-
timately leads both parties to rely on the knowledge co-
created through shared information as a basis for their ac-
tions and sense of self. In doing so, it fosters a strong per-
ception of similarity, which not only helps to dismantle
unequal power dynamics but also lays the groundwork for
building a shared sense of identity (Kasten, 2018). Sharing
information to build new knowledge and skills fosters a
trust-based relationship grounded in what has been co-
created. This process leads the working group to the final
stage of trust, as defined by Shapiro: identification. Farne-
se and colleagues (2022), reviewing Schapiro’s work, dis-
tinguish two key processes at play: perceived similarity and
reciprocity. The first, perceived similarity, is rooted in both
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cognitive and emotional foundations. Trust is strengthened
when teammates recognize shared goals, aligned objec-
tives, and common purposes. This alignment facilitates the
integration of diverse roles and individual contributions,
promotes shared responsibility and, crucially, fosters a
shared framework for interpreting events and building new
capacities

At the same time, similarity is reinforced by a sense of
belonging to the group, manifested through shared behav-
iors (such as adopting specific methodologies or a distinc-
tive ‘style’) and implicit norms (for instance, trusting col-
leagues’ judgments or perceiving a decision as inherently
fair and right). Participants also described this sense of
sameness using embodied metaphors.

1.4. FRED2: A Project where Co-Production was
both the Goal and the Means for Building New
Capacities and Knowledge

Who?

One of the key objectives guiding the entire FRED2
project was the active involvement of stakeholders from
diverse backgrounds, academics, and practitioners with
varying levels of seniority and different backgrounds. This
also included the participation of students from different
European countries, all sharing an interest in the fight
against fraud within the EU framework. This diverse par-
ticipation led to the creation of a task force, a mixed Euro-
pean academic-practitioner group, aimed at developing a
conceptual map for a future pilot study designed to detect
and predict behaviors and risk profiles associated with the
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misuse of European funds, both in qualitative and finan-
cial terms.

Moreover, the interaction and engagement of these differ-
ent actors enabled the first steps for the establishment of an
Anti-Fraud Observatory with a European transnational per-
spective. This initiative has strengthened the sustainability of
the newly formed network by fostering relationships that en-
hance awareness of fraud and other illegal activities while
promoting transnational and multidisciplinary cooperation.

The interaction within the group was crucial in achiev-
ing the goal.

When and where?

The spaces and moments for co-creating new meaning
were conferences, webinars, and study visits. These events
played a crucial role in fostering collaboration, sharing in-
sights, and strengthening the overall co-production pro-
cess. Notably, each event was hosted at the premises of
different partner organizations, reinforcing the very es-
sence of co-production.

Welcoming others into one’s own institution carries
powerful symbolic value: it signifies more than just the
exchange of knowledge and experiences aimed at devel-
oping new skills. It also reflects the establishment of a
deeper connection, marked by a shared sense of belong-
ing and mutual trust. This level of identification becomes
even more evident during conferences and study visits,
where the act of physically hosting participants further
embodied the trust-based relationship built among the ac-
tors involved. Thus, in this context, the study visits to
some of the Universities involved, were essential because
the best and worst practices related to the aspects of the
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learning path have been examined to identify common
and different elements based on the specific characteris-
tics of the territory visited and realizing a collaborative
study using a European and transnational approach.
These events have been considered a tool for gathering
information and building new knowledge.

The temporal sequence in which the various actors
agreed to host the project’s events offers meaningful in-
sight. After the Italian AFCOS officially hosted the pro-
ject’s kick-off meeting in an institutional setting, the first
event took place at Sapienza University of Rome. This
choice reflected the project proponent’s intention, Sapien-
za, to establish itself as a trustworthy actor in the eyes of
the stakeholders and project partners. In this initial phase,
trustworthiness rested primarily on one of its three founda-
tional pillars: competence. The successful outcome of the
event and the competencies activated to build such an am-
bitious collaborative project legitimized Sapienza’s role in
continuing to organize the scheduled activities. This also
signaled that the other actors recognized Sapienza’s re-
search group as a reliable partner, worthy of engaging in a
collaborative relationship not only within the university’s
walls but also, symbolically, within their own institutions.

1.5. Conclusions

The FRED?2 project is a prototypical case that illustrates
how co-production can serve as a process of knowledge
creation, capacity building, and trust development. By en-
gaging diverse actors, academics, practitioners, and stu-
dents from various European contexts, FRED2 fostered a
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collaborative context where expertise, perspectives, and
responsibilities were shared. This active participation not
only enhanced the learning process but also contributed to
reshaping power dynamics, facilitating the development of
mutual trust and a shared sense of identity. In a virtuous
cycle, trust further fuelled the creation of new knowledge
through a continuous learning process.

Through continuous interaction, joint reflexivity, and the
symbolic act of hosting one another, the project demon-
strated that co-production is more than a methodological
choice; it is a relational process that generates value by rein-
forcing legitimacy, reciprocity, and identification among
participants. According to Shapiro’s theory, the group
called a task force, reached the final stage of trust building:
identification, sharing goals, and knowledge. This relation-
ship of trust, in turn, strengthened the entire process of co-
creating new knowledge and capabilities.

To summarize, FRED2 stands as a prototypical exam-
ple of how co-production, when intentionally designed and
implemented, fosters innovation, supports transnational
cooperation, and strengthens the collective capacity to
tackle complex challenges, such as preventing and detect-
ing fraud within the European Union.
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2.1. Introduction

The digital era has revolutionized various aspects of gov-
ernance and finance, including fraud detection sector. With
an increase in financial transactions and the complexity of
economic activities also frauds have evolved, necessitating
advanced technological countermeasures (Baumgirtler, Eu-
delle, & Gallud Cano, 2024). Artificial Intelligence (AI) and
Big Data analytics have emerged as critical tools in combat-
ing fraudulent activities. However, while technology presents
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opportunities for enhanced detection and prevention, it also
introduces new challenges, including ethical considerations,
data privacy issues, and operational complexities. This dis-
cussion explores the scope of fraud and the misuse of Euro-
pean Union direct and indirect funds, the role of digital trans-
formation in mitigating risks, and the potential roadblocks in
leveraging digital technologies for fraud detection.

Figure 2.1. — EU Funds Frauds in the News
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2.2. The Taxonomy of Fraud in Subsidized Finance

Fraud presents itself in various forms, each distinct yet
interconnected, making its detection and prevention par-
ticularly challenging. Understanding the different types of
fraud is essential for creating effective countermeasures.
Recent criminal investigations have evidenced complex
and technologically advanced fraud schemes.



2. Digital Transformation and Al in Fraud Detection 25

The following picture summarizes (not exhaustively)
the different categories of financial frauds (Presidenza del
Consiglio dei Ministri - Dipartimento per gli Affari Euro-
pei, 2024):

Figure 2.2. — Taxonomy of Financial Frauds in Subsidized Finance
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One of the most prevalent types of fraud is Applica-
tion Fraud, which involves submitting false or misleading
information to obtain financial benefits, such as EU
funds. This can include forging documents, inflating
costs, or claiming funding for non-existent projects. The
ability to manipulate official records poses significant
challenges in fraud detection.

Closely related is Corruption and Collusion (Kallay,
2015), where individuals exploit financial systems by en-
gaging in bribery or manipulating contracts to unfairly se-
cure funds. In such cases, officials or decision-makers may
abuse their positions to benefit themselves or their associ-
ates, making it difficult to detect fraud through traditional
oversight mechanisms.

Another widespread issue is Misuse of Funds, wherein
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recipients use allocated financial resources for purposes
other than those intended. Often, this misappropriation is
for personal enrichment or unauthorized activities, which
not only distorts financial distribution but also erodes pub-
lic trust in financial systems.

Conflict of Interest represents a particularly insidious
form of fraud, occurring when individuals responsible for
fund allocation have a direct or indirect personal stake in
the decision-making process. This form of misconduct can
significantly influence financial allocations, skewing re-
sources in favor of select individuals or organizations.

Additionally, Money Laundering is a key concern,
wherein criminals use financial transactions—including
public funds—to legitimize illicit earnings. By integrating
dirty money into legitimate financial streams, perpetrators
can effectively disguise their unlawful activities, posing a
challenge for regulators and enforcement agencies.

Another critical area is Irregularities in Management
and Reporting. Whether intentional or due to negligence,
failure to comply with financial regulations and reporting
requirements can create loopholes for fraudulent activities
to flourish. In many cases, fraudulent actors exploit weak
oversight mechanisms to manipulate reports, making it
harder to trace financial discrepancies.

Lastly, Transnational Frauds highlight the complexities
of fraud schemes that extend across multiple jurisdictions.
Criminal networks take advantage of differing legal sys-
tems and regulatory frameworks across countries to evade
detection, making international cooperation essential in
combating financial fraud effectively.
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2.3. The Challenges and the Future of Fraud Detec-
tion

Detecting fraud is an intricate process due to the inter-
related nature of fraudulent activities, limitations in exist-
ing information systems, and evolving regulatory land-
scapes. One of the primary challenges lies in identifying
the real beneficiaries behind transactions, as fraudsters of-
ten employ complex ownership structures to obscure their
involvement. Similarly, limitations in information systems
hinder comprehensive monitoring, as current frameworks
may not be sufficiently equipped to detect sophisticated
fraudulent schemes.

Moreover, the effectiveness of feedback-based proce-
dures is often constrained by bureaucratic inefficiencies,
while compliance procedures and associated costs can be
burdensome, deterring entities from engaging in proactive
fraud detection measures (Nato & Bontempi, 2022). An-
other significant issue is the prevalence of false alerts,
where Al-driven fraud detection systems sometimes gen-
erate excessive false positives, leading to wasted investi-
gative resources. Lastly, the reliability of data sources re-
mains a major concern, as fraudulent actors continually
evolve their tactics to manipulate financial records, com-
plicating efforts to ensure data accuracy.

As fraud techniques grow more sophisticated, the next
step in combating financial fraud involves a shift from tradi-
tional information systems to decision support systems that
can analyse vast streams of financial data in real time. The
development of more precise fraud detection mechanisms
must focus on identifying criminal organizations and fraudu-
lent schemes before they cause substantial financial damage.
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A promising approach is the implementation of multi-
disciplinary methodologies, integrating artificial intelli-
gence, forensic accounting, and network analysis to exam-
ine large datasets and detect fraudulent patterns efficiently.
By leveraging Big Data analytics, fraud detection can
move beyond simple rule-based alerts to adaptive models
capable of recognizing previously unseen fraudulent be-
haviours.

Figure 2.3. — Challenges in Fraud Detection
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Furthermore, fostering greater collaboration among
regulatory bodies, financial institutions, and law enforce-
ment agencies will be key to ensuring fraud detection
frameworks remain robust and adaptable in an ever-
changing digital landscape.

2.4. Digital Technologies in Fraud Detection

The advancement of digital technologies has signifi-
cantly transformed fraud detection, equipping institutions
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with powerful tools to analyse financial transactions and
uncover fraudulent activities more effectively. Several in-
novative approaches have emerged in the fight against
fraud, each contributing to enhanced transparency and se-
curity within financial systems.

Figure 2.4. — Digital Technologies for Fraud Detection
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Data Analytics and Big Data (DA & BD) play a cru-
cial role in fraud detection by enabling the analysis of
vast volumes of financial transactions (Bellini, 2014).
These technologies help uncover suspicious patterns and
detect anomalies that would otherwise go unnoticed. By
leveraging sophisticated algorithms, institutions can pro-
actively identify fraud risks and take preventive measures
before significant financial damage occurs (Ngai, Hu,
Yijun, & Xin, 2011).
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Figure 2.5. — Demming Cycle for Data Mining in Fraud Detection
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Machine Learning and Artificial Intelligence (ML &
Al) have revolutionized fraud detection by continuously
learning from historical data. Unlike traditional rule-based
systems, Al-driven models improve over time, recognizing
emerging fraud trends and adapting their detection capa-
bilities. By analysing complex datasets, machine learning
algorithms can flag unusual transactions, reducing manual
intervention and improving efficiency in identifying
fraudulent activities (Ali, et al., 2022).
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Figure 2.6. — Machine Learning Training Process
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Furthermore, Artificial Neural Networks (ANN) make
available different models for detecting anomalies select-
ing the most appropriate for a given scenario (Edson,
Brandao, Torres Fernandes, & Alexandre, 2022).

Blockchain Technology (BC) introduces an added layer
of security by enhancing transparency and traceability in
financial transactions. Due to its decentralized and immu-
table nature, blockchain makes it significantly harder for
fraudsters to manipulate financial records. Smart contracts,
a feature of blockchain, automate compliance processes,
ensuring that funds are used for their intended purposes,
thereby minimizing the risk of fraudulent claims (Cai &
Zhu, 2016).

Network Analysis (NA) is another critical tool in fraud
detection, allowing investigators to map relationships be-
tween entities involved in financial transactions. By visu-
alizing connections, network analysis can reveal hidden
patterns of collusion, uncovering complex fraudulent
schemes that operate across multiple organizations or ju-
risdictions (Pourhabibi, Ong, Kam, & Boo, 2020).
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Figure 2.7. — Network Analytics Process Scheme
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Forensic Accounting Tools (FAT) are instrumental in
conducting in-depth financial investigations. These tools
help auditors and investigators scrutinize financial records,
identify discrepancies, and detect potential cases of em-
bezzlement or misappropriation. Through advanced ana-
lytical methods, forensic accounting provides insights that
support regulatory compliance and legal proceedings. For
example, one the most effective method for detecting
anomalies derives from the application of the Newcomb-
Benford law. This tells that that in many real-life sets of
numerical data, the leading digit is likely to have a value
according to the following probability distribution; conse-
quently, exceptions deserve to be further investigated
(Barabesi, Cerasa, Cerioli, & Perrotta, 2018).
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Figure 2.8. — Probability Distribution of Leading Digits Under New-
comb-Benford’'s Law
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Risk Assessment Software (RAS) enhances fraud de-
tection efforts by evaluating the risk profiles of various fi-
nancial activities. These systems use predefined criteria
and predictive modelling to assess the likelihood of fraud,
allowing organizations to prioritize high-risk cases for fur-
ther scrutiny. By streamlining the investigative process,
risk assessment software ensures resources are allocated
efficiently (Ilori, Tochi Nwosu, & Nwapali Ndidi Naiho,
2024).
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Figure 2.9. — An Example of Risk Assessment Dashboard
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IT enforced Collaborative Platforms (CP) facilitate re-
al-time information sharing among financial institutions,
regulatory bodies, and law enforcement agencies. These
platforms enable cross-border cooperation, ensuring that
insights into fraudulent activities are disseminated prompt-
ly. Enhanced collaboration strengthens the collective abil-
ity to detect and mitigate fraud at a global scale (European
Anti-Fraud Office, 2024).
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Figure 2.10. — Collaborative fraud prevention
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2.5. Process for Fraud Identification

Detecting fraud requires a systematic approach that in-
volves multiple data sources, analytical techniques, and
visualization tools. By leveraging various input channels,
structured methodologies, and visualization techniques,
organizations can identify suspicious activities and inter-
vene promptly (Omair & Alturki, 2020).
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Figure 2.11. — Fraud Detection Funnel
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2.5.1. Input Channels

Fraud detection begins with gathering data from diverse
sources, including unstructured and structured datasets.
Social media platforms such as Facebook and X (formerly
Twitter) provide real-time insights into fraudulent trends,
while business registers and open data repositories serve
as essential tools for verifying company ownership and fi-
nancial disclosures. Additionally, tax and banking system
databases help in tracking financial transactions, while
news providers and financial intelligence agencies offer
critical updates on emerging fraud schemes. Collectively,
these input channels provide a broad spectrum of infor-
mation crucial for identifying irregular activities.
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2.5.2. Study of Stylized Facts

Once data is collected, analysts study patterns of fraud-
ulent behaviour across different dimensions, including
countries, sectors, individuals, and significant financial
events. The process involves defining a time window for
analysing historical data and structuring information based
on relevance, topic, country, or sector to identify anoma-
lies effectively.

The outcomes of this analytical phase include generat-
ing alerts on potential frauds, mapping the ownership
structures of beneficial owners, and uncovering complex
networks of individuals and companies engaged in fraudu-
lent activities. Moreover, trend analysis is performed to
determine whether fraudulent cases are increasing or de-
creasing over time, allowing for zooming in or out on spe-
cific regions and adjusting focus based on different time-
frames.

To ensure accuracy in detecting fraudulent activities,
various analytical methods and tools are employed, in-
cluding:

e Cross-lingual data extraction to identify fraud across
multiple languages and jurisdictions.

e Multilingual semantic analysis for identifying keywords
and patterns indicative of fraud.

e Supervised and knowledge-based machine learning mo-
dels to improve fraud detection accuracy.

e Network analysis techniques to visualize connections
and relationships between entities.

e Advanced visualization tools to simplify complex data
for effective interpretation.
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2.5.3. Output and Visualization

The final stage of the fraud detection process involves
synthesizing findings into comprehensible formats that fa-
cilitate decision-making. This includes:

e Comprehensive reports tailored to specific topics, sec-
tors, companies, and individuals.

e Graphical visualizations that represent fraud networks,
transaction anomalies, and suspicious patterns accord-
ing to predefined parameters.

e Links to original sources and supporting background
material that provide additional context for investiga-
tive teams.

By integrating these structured methodologies with dig-
ital technologies, fraud detection can become more effi-
cient and proactive, ultimately strengthening the integrity
of financial systems.

2.6. Conclusions

The evolving nature of financial fraud necessitates a
paradigm shift in detection and prevention strategies. Tra-
ditional oversight mechanisms, while essential, are no
longer sufficient to combat increasingly sophisticated frau-
dulent activities. To effectively mitigate fraud risks, or-
ganizations must go beyond formal controls, adopting dy-
namic and adaptive measures that leverage technological
advancements.

One of the most powerful tools in modern fraud detec-
tion is Big Data analytics. By aggregating and analysing
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vast datasets from various sources, financial institutions
and regulatory bodies can detect subtle irregularities that
might indicate fraudulent activity. Machine learning mo-
dels further enhance this capability by learning from his-
torical data to identify emerging fraud patterns in real
time. The increased usage of Al-driven Business Intelli-
gence (BI) tools can provide organizations with deeper
insights into financial anomalies, allowing for more pro-
active fraud prevention.

However, fraud detection cannot be solely reliant on
technological solutions. A multidisciplinary approach that
incorporates expertise from forensic accounting, legal
frameworks, data science, and regulatory compliance is
essential. By fostering collaboration between different
fields, fraud detection strategies can become more com-
prehensive and effective, addressing financial misconduct
from multiple angles.

Furthermore, financial institutions must recognize the
importance of discovering the unknown unknowns -
fraudulent tactics that have not yet been identified or
classified. By continuously refining detection models
and staying ahead of fraudsters’ evolving techniques, or-
ganizations can build more resilient defences against fi-
nancial crimes.

Ultimately, safeguarding financial systems requires a
combination of advanced technology, regulatory over-
sight, and cross-sector collaboration. By integrating Al,
Big Data, and human expertise, financial institutions can
create a more secure and transparent financial environ-
ment, reducing the prevalence of fraud and reinforcing
public trust in financial systems.
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3.1. Introduction

This paper presents the findings of a survey investigat-
ing the behavior of Italian Chartered Accountants regard-
ing fraud at the EU level, specifically in their capacity as
advisors to enterprises. The study was conducted by the
Fondazione Nazionale Commercialisti — Ricerca (FNC-R)
in collaboration with Sapienza University of Rome as part
of the FRED2 project.

The Fondazione Nazionale di Ricerca dei Commercial-
isti (FNC-R) is an instrumental body of the Consiglio Na-
zionale dei Dottori Commercialisti e degli Esperti Conta-
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bili (CNDCEC). The FNC-R’s mission is to conduct sci-
entific research aimed at the advancement of the account-
ancy profession.

In Italy, approximately 120,000 Chartered Accountants
are registered. The majority of these professionals operate
within organized professional firms, offering a range of
services including accounting and taxation assistance, and
consultancy.

The FNC-R serves as a technical-scientific partner in
the FRED2 project. Within this framework, the FNC-R
participated in the design and execution of a survey ad-
ministered through a questionnaire to Chartered Account-
ants working in organized professional firms.

The primary objective of the survey was to determine
the behavior of Chartered Accountants towards fraud at
the EU level in their role as advisors to enterprises.

It is important to note that Chartered Accountants pro-
vide services to the majority of Italian Micro, Small, and
Medium-sized Enterprises (SMEs), while a minority of
these businesses are advised by non-registered individuals.

3.2. Survey Methodology and Sample Characteris-
tics

Italian Chartered Accountants were surveyed to gain
insights into their experiences and perspectives on fraud,
with a specific focus on EU funding. The survey, an online
questionnaire, was distributed through the FNC-R mailing
list on August 1, 2024, and data collection concluded on
September 30, 2024. The study yielded a sample of 3,073
Italian Chartered Accountants. A preliminary evaluation
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of the sample structure was conducted to assess potential
selection bias inherent in online surveys. Figure 3.1 high-
lights the variation in regional representation within the
sample compared to the distribution of registered members
(“Albo”), indicating over-representation in certain regions
and under-representation in others. While this discrepancy
may introduce some limitations to the generalizability of
the results, the survey remains highly valuable due to the
particularly sensitive nature of its central inquiries.

Figure 3.1. — Sample Shares in Relation to the Shares of Regis-
tered Members per Region
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Note: “Albo” is the register of Italian Chartered Accountants.

A significant 67.7% of professional accountancy firms
primarily assist micro-enterprises (0-9 employees), fol-
lowed by those primarily supporting small enterprises (10-
49 employees) at 27.6%. Medium-sized enterprises (50-
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249 employees) are the primary client size for 4.3% of
firms, and large enterprises (250+ employees) for 0.45%.

Analyzing the data by region, as shown in Table 3.1,
reveals a clear territorial discrepancy between the North
and South. Firms in the North are less likely to primarily
assist micro-enterprises compared to firms in the Centre
and South. Conversely, firms primarily assisting large,
medium-sized, and small enterprises represent a higher
percentage in the North.

This distribution reflects the national economic struc-
ture, with the North demonstrating a more developed
economy than the South.

Table 3.1. — Percentage shares of professional firms by prevailing
size (in terms of employees) of client enterprises by territorial
macro-area

NORTH CENTRE  SOUTH ITALY
Micro (0-9) 61.0% 75.2% 74.6% 67.6%
Small (10-49) 32.4% 22.5% 22.1% 27.6%
Medium (50-249) 5.9% 2.3% 3.0% 4.4%
Large (250+) 0.7% 0.0% 0.3% 0.5%
Total 100.0%  100.0%  100.0%  100.0%

The survey also collected detailed data pertaining to the
specific characteristics of the EU funding received by cli-
ent enterprises. This included an examination of the
amount of funding awarded and the types of funding in-
struments utilized. In terms of the funding amounts, the
data indicates that the majority of contributions fell below
€50,000, accounting for 57.5% of cases. A smaller propor-
tion of client enterprises received funding within the range
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of €50,000 to €150,000, representing 30.4% of the recipi-
ents. Furthermore, only 12.1% of the enterprises received
funding exceeding €150,000. These figures provide valua-
ble insights into the scale of funding typically involved
and can be useful for risk assessment and audit planning.

Regarding the types of funding, the survey revealed
that the most common type of funding instrument was the
‘non-repayable contribution’, which constituted 47.2% of
the funding allocations. This was followed by ‘capital
grants’, representing 33.1%, and ‘subsidized loans’ ac-
counting for 16% of the funding. The predominance of
non-repayable contributions suggests that a significant
portion of EU funding is provided without the expectation
of repayment, which may have implications for how these
funds are utilized and the potential risks of misuse.

3.3. Key Findings on EU Funding and Fraud Risk

To delve into the investigation of the risk of fraud asso-
ciated with EU funding mechanisms, the survey included
specific questions designed to elicit responses from partic-
ipants regarding their direct or indirect experiences with
potentially fraudulent behavior exhibited by their client
enterprises. This line of inquiry is crucial for gaining a
comprehensive understanding of the challenges and wvul-
nerabilities inherent in the distribution and utilization of
EU funds.

In terms of the overall prevalence of such fraudulent
behavior, the survey revealed that 15% of Chartered Ac-
countants reported encountering instances of potentially
fraudulent behavior among their clients (Figure 3.2). This



48 Fraud Repression through EDucation

figure, while representing a minority, underscores the ex-
istence of fraudulent activities within the context of EU
funding, highlighting the need for vigilance and robust
control mechanisms.

Figure 3.2. — Distribution of Chartered Accountants declaring that
They have had an Indirect Knowledge of Potentially Fraudulent
Behavior by Their Clients
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It is important to note that the prevalence of reported
fraudulent behavior was not uniform across all regions; ra-
ther, it exhibited significant variation (Figure 3.3). Nota-
bly, 20% of Chartered Accountants operating in Southern
Italy reported encountering such behavior. This figure ex-
ceeds both the national average of 15.1% and the 12% re-
ported by Chartered Accountants in the Northern regions.
These regional disparities may be attributable to a com-
plex interplay of factors, including variations in economic
conditions, administrative practices, and the effectiveness
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of regional oversight. Further research could explore these
regional differences in greater depth to identify the under-
lying causes and inform targeted interventions.

Figure 3.3. — Distribution of Respondents Claiming to have De-
tected Potentially Fraudulent Behavior by Their Clients by Terri-
torial Macro-Area
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Chartered Accountants who reported encountering po-
tentially fraudulent behavior were further asked to de-
scribe the actions they undertook in response. The survey
revealed that common responses included resignation from
the position, with a notable proportion of respondents in-
dicating that their primary action was to resign from their
position as advisors to the client enterprise. This measure
underscores the severity of the ethical conflict faced by
Chartered Accountants when confronted with fraudulent
activity and highlights their commitment to professional
integrity. In addition, some respondents stated that they
reported the identified instances of potentially fraudulent
behavior to the appropriate authorities. This course of ac-
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tion reflects a willingness to uphold legal and regulatory
obligations and to ensure that fraudulent activities are
properly investigated and addressed.

The fraudulent behavior most frequently involved over-
invoicing, inflated costs, or expenses that were dispropor-
tionate to the company’s economic structure. In some in-
stances, Chartered Accountants also noted that companies
did not meet the eligibility requirements for the funding
they received.

3.3.1. Usefulness of Financial Ratios in Detecting Fraud

The survey investigated the potential utility of specific
economic and financial indicators derived from company
financial statements for the detection and reporting of
fraudulent behavior. Participants, comprising Chartered
Accountants, were requested to evaluate the efficacy of
several financial ratios, including:

EBITDA on ROI;

Total net financial position;

Value added on EBIT;

Capitalized costs on total fixed assets;
Operating subsidies on production value.

Participants assessed the informative potential of each
ratio. The evaluation criteria, predicated on the informa-
tive potential of each individual indicator in signaling pos-
sible fraudulent behavior, comprised the following scale:
Not at all, Very little, A little, Quite a lot, Much, Very
much, and Completely.

The two ratios deemed most salient for indicating po-
tential fraudulent behavior were ‘Operating subsidies on
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production value’ and ‘Capitalized costs on Total fixed as-
sets’ (Figure 3.4).

Figure 3.4. — Assessment of the Informative Potential of Selected
Financial Ratios in Signaling Potential Fraudulent Behavior:
Low = Not at All + Very Little + Little Medium = Quite a Lot and
High = Much + Very Much + Completely

Operat|ngp::3:|0¢:i|§i/Value of aman - 41.0%

Capitalised :::;:S/Total Fixed 28.0% @ 41.4%
Value added/Ebit 9 2.0%
Total net financial position | 34.1% Eﬁ:ﬁ 33.9%
EBITDA/ROI 0% 20.6% LFL

MLow HMedium uHigh

3.4. Conclusion

The survey has yielded valuable insights into the per-
ceptions and experiences of Chartered Accountants con-
cerning fraud, with a particular focus on the complexities
arising within the context of EU funding. The study’s find-
ings illuminate several key areas, including notable re-
gional disparities in the reported prevalence of fraudulent
activities, the diverse nature of fraudulent behavior en-
countered by Chartered Accountants in their professional
practice, and the varied actions taken by Chartered Ac-
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countants when confronted with such ethical dilemmas.
Furthermore, the research provides empirical evidence on
the utility of specific financial ratios, derived from com-
pany balance sheets, as potential indicators for the detec-
tion of fraudulent practices. Chartered Accountants partic-
ipating in the survey identified ‘Operating subsidies on
production value’ and ‘Capitalized costs on Total fixed as-
sets’ as particularly informative in this regard.

These findings carry significant implications for vari-
ous stakeholders. For accounting professionals, the survey
underscores the importance of heightened awareness of
fraud risks, especially within the context of EU funding
schemes, and highlights the need for robust ethical frame-
works and decision-making processes when encountering
potential misconduct. For businesses, the study emphasiz-
es the necessity of implementing strong internal controls
and governance mechanisms to mitigate the risk of fraud
and maintain financial integrity. Policymakers and regula-
tory bodies can leverage these insights to refine existing
regulations and develop more effective strategies for fraud
prevention and detection, particularly in the allocation and
oversight of EU funds.

It is crucial to acknowledge the limitations of the study,
primarily those related to potential biases in sample repre-
sentation, which may affect the generalizability of the
findings to the entire population of Chartered Accountants.
Therefore, the interpretation of the survey results should
be undertaken with due consideration of these limitations.
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4.1. Introduction

Fraud and corruption in managing financial resources,
particularly those allocated by the European Union (EU),
pose significant challenges to maintaining transparency and
accountability in public and private institutions. The FRED2
project—Fraud Repression through Education2—addresses
these pressing issues through a data-driven approach to
combating fraud in EU fund management. This initiative
combines theoretical frameworks with practical applica-
tions, offering valuable insights into fraud prevention and

DOI: 10.82018/9791221163728.04
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detection, the importance of identifying fraud indicators, and
the development of predictive tools for future applications.

Fraud within the context of EU funds typically involves
deliberate deceit aimed at misappropriating resources in-
tended for public benefit. Examples range from falsified
financial documentation to manipulating project outputs,
each representing a breach of trust and a potential imped-
iment to achieving project goals. The FRED2 project em-
phasizes the critical need for robust systems to identify
and manage fraud risks effectively. These systems are es-
sential not only for preserving the integrity of EU funds
but also for ensuring that financial resources reach their
intended beneficiaries without compromise.

The added value of projects like FRED2 is to bring to-
gether institutions like AFCOS and academia to meet in a
common ground where to share their respective expertise
and knowledge. The pilot is the result of this challenging
process. It is the expression of almost 20 months of meet-
ings (workshops, study visits, informal meetings) where the
task force exchanged ideas and experiences. The pilot pro-
ject aims to go one step further than its initial objective, i.e.
to create a map of concepts for detecting and predicting be-
havioural and risk profiles; in fact, the pilot project was de-
signed to be the first core of a decision support system use-
ful for institutions in the front line of the fight against fraud.

4.2. The Map of Concept

The first step in creating an effective decision support
system is to design a map of concepts within which such a
system can be built.
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Decision Support System (DSS) is a decision-making
tool where data, models, and software are used in combi-
nation with individuals to generate efficient solutions. It
combines numerous data inputs and offers methodological
approaches to evaluation, modelling and display of the in-
formation to facilitate decision-making. Their scope is to
elaborate a vast amount of data, possibly of heterogeneous
nature, to identify few patterns that can be suspicious and
that should be validated by human experience, knowledge
and competences.

The purpose of a DSS is to collect, analyse and synthe-
size data to extract relevant information possibly summa-
rized in reports that an organization can use to assist in its
decision-making process.

In Figure 4.1. we represent the map of concept useful to
detect risky behaviour and propaedeutic for a DSS.

In the first step, it is necessary to decide on the unit
of analysis (e.g. the funded project or the submitted pro-
ject) and the relevant information to be collected. The
selection of the information to be collected is arguably
the most critical stage, as only relevant information
should be selected. In the current era of high-capacity
computing, there is a temptation to collect as much in-
formation as possible. However, this approach is not on-
ly inefficient, but also costly in terms of both financial
resources and time, as it necessitates the collection and
storage of the information. In addition, the use of mod-
els, whether statistical or machine learning, requires ad-
ditional computing time to process the information, fur-
ther exacerbating the problem.
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Figure 4.1. — The map of concepts to «detect and predict behavior

and risk profiles»: toward a decision support system
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The second step in the process is to transform the col-
lected information into fraud risk indicators. These indica-
tors are typically created by intelligently combining the
collected information. This process is greatly enhanced by
the collaboration of data analysis experts and fraud pre-
vention specialists. This is particularly important because
within the mathematical framework in which we work,
there are several types of fraud, as better explained at the
beginning of section 4.3.

The third step involves data analysis and information
extraction. The objective is to identify statistical units
(those designated in the first step) which may be fraudu-
lent, and which deserve further analysis. This goal is met
in step four where the final output is a list of units to
watch out for because they could be frauds.

This approach offers a significant advantage by increas-
ing the efficiency of the inspection and control of EU
funds. This is because the number of potentially suspect
units is considerably smaller than the total number of
units, so that the investigative effort would only be fo-
cused on a small subset, theoretically made up of units
with some form of irregularity, if not outright fraud.

The capability of carry out a smart analysis requires
highly skilled professionals. The contribution of FRED2
is, on the one hand, to highlight this need and, on the other
hand, to lay the foundations (thanks to the Task Force and
the Observatory to be set up) for specific training activities
on the tools introduced in the pilot project.

Before going into a more detailed analysis with the pi-
lot, we must clarify that there are three types of algorithms
to detect anomalies. They are classified based on the
availability of the so-called labels in the dataset. Labels
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are values that testifies whether a statistical unit is a fraud.
If yes, the label is generally 1, if not it is 0. Furthermore,
in the statistical practice of data analysis, the labelled or
semi-labelled database is divided into two subsets by a
random selection of units. The first, called the training
sample, is used to estimate the model and the second,
called the test sample, is used to validate the model.

Box 4.1. — Philosophy and Conceptual Framework of a Decision
Support System for Fraud Detection

Design and Philosophy

e A decision support system (DSS) is an information system that
supports decision-making activities.

e A good DSS comprises Useful information (leg1) + smart anal-
ysis (leg2) of the relevant information. If one leg is missing or
limping, the decision-making will fail.

o A lot of information does NOT mean useful information.
o A built-in and unchangeable system of data analysis is not a
smart way of extracting useful information.

Conceptual Framework: The DSS is conceptualized as a two-

legged model:

e Leg 1 - Information Acquisition: Focus on gathering useful
structured and unstructured data.

e Leg 2 - Smart Analysis: Employ advanced analytical methods to
process the data. A lack in either leg impairs the system’s
effectiveness, emphasizing that mere data abundance doesn’t
equate to utility, and rigid analysis methods hinder adaptability
and insights.

With this premises we distinguish three types of ano-
maly detection algorithms:

1. Supervised anomaly detection is characterized by the
presence of fully labelled training and test data sets, fol-
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lowed by the training of an ordinary classifier that is
then applied. Classes tend to be heavily imbalanced, but
this configuration closely resembles traditional pattern
recognition. Some classification algorithms may not be
equally adept at handling this task.

2. Semi-supervised Anomaly Detection utilises training
and test datasets, with the training data consisting ex-
clusively of normal data devoid of anomalies. The fun-
damental premise is that a model of the normal class is
first learned, and then anomalies can be detected by de-
viating from this model.

3. Unsupervised Anomaly Detection eliminates the need
for labels, making it the most adaptable configuration.
In addition, it does not differentiate between a training
and a test dataset. The premise of this approach is that
an unsupervised anomaly detection algorithm scores the
data using only the “core” properties of the data. The
usual method is to use distances or densities to deter-
mine what is a normal and what is an outlier, often with
the help of distances or densities.

In the case of the pilot, the lack of labels for fraudu-
lent projects meant that unsupervised algorithms had to
be chosen. Furthermore, as no information on individual
projects was available, information was collected at en-
terprise level. In other words, the statistical unit chose
(step one in Figure 4.1) is the enterprise. Nevertheless, it
is imperative to underline the fact that the methodology
delineated below remains valid even in the event of a
change in the unit of analysis.
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4.3. Unsupervised Anomaly Detection Algorithms

Anomalies have two important characteristics:

1. They differ from the majority of the data with respect to
their characteristics;
2. They are rare compared to normal instances.

The primary objective of unsupervised anomaly detec-
tion algorithms is to identify items that deviate from the
majority. Although this definition might look clear, it
needs further clarifications that allow us to introduce the
types of anomalies recognized in scientific literature. A
graph will simplify the task.

Figure 4.2 plots points in the space identify by two
characteristics (variables V1 and V2 represented in the
horizontal and vertical axis respectively).

Figure 4.2. — Graphical Representation of Global Anomalies (X1,
X2), Local Anomaly (X3) and Micro-Cluster (C3)
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Two anomalies, x1 and x2 in Figure 4.2, can be readily
identified by visual inspection. These anomalies exhibit
significant deviation from the surrounding regions in
terms of their attributes and are thus classified as global
anomalies.

When the dataset is observed on a global scale, x3 can
be regarded as a typical record due to its proximity to the
cluster c2. However, when the focus is directed exclusive-
ly towards the c2 cluster and a comparison is made be-
tween it and x3, whilst all other instances are disregarded,
an anomaly is revealed. The conclusion is that x3 is a local
anomaly, given its anomalous nature when evaluated in
comparison with its immediate neighborhood. The signifi-
cance of local anomalies, and whether they are of interest
or not, is a matter that is contingent on the specific appli-
cation in question.

Another intriguing question pertains to the interpretation
of the instances within the cluster c3: should they be regard-
ed as three anomalies or as a (small) regular cluster? This
phenomenon is referred to as a micro cluster, and anomaly
detection algorithms are expected to assign scores to its
members that are larger than the standard instances, but
smaller than the obvious anomalies. This simple example
illustrates that anomalies are not always obvious, and that a
score is much more useful than a binary label assignment.

The task of detecting single anomalous instances in a
larger dataset (as introduced so far) is termed point
anomaly detection. Most unsupervised anomaly detection
algorithms are of this type.

In the event of an anomalous situation being represent-
ed as a set of multiple instances, this is referred to as a col-
lective anomaly. It is important to note that not all instanc-
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es of a collective anomaly are necessarily point anomalies;
rather, it is the specific combination of these instances that
defines the anomaly.

A third category is that of contextual anomalies, which
describe the effect that a point can be seen as normal, but
when a given context is taken into account, the point turns
out to be an anomaly.

In any case it remains possible to employ point anoma-
ly detection algorithms to detect contextual and collective
anomalies. In order to achieve this, it is possible to incor-
porate the context itself as a new feature. This is often not
an easy task that requires strong cooperation between ex-
perts who work in the field and academics.

Collective anomalies are treated by producing a new da-
taset with a new set of features, by using correlation, aggre-
gation, and grouping of the original data. A suitable basis of
knowledge about the dataset is often required to move from
a collective anomaly detection task to a point anomaly de-
tection task, resulting in the production of a point anomaly
detection dataset characterized by distinctive features and
instances that deviate greatly from the raw data.

In the pilot for simplicity, we assumed the scenario of
global anomalies.

4.4. Benford Law

In this section we will briefly outline the Benford Law.
We have implemented it in the pilot project, so it’s useful
to give a description and some key facts that led us to con-
sider it as an essential tool for the protection of the EU’s
financial interests.
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In 1881, the astronomer Simon Newcomb noticed that
logarithmic tables were more worn on the first pages, and
found the same irregularity in every book in the library. He
then published an article on the subject in the American
Journal of Mathematics. However, this insight went unrec-
ognised for some fifty years until 1938, when the physicist
Frank Albert Benford coined what is now known as Ben-
ford’s Law, also known as the Law of the First Digit.

The Benford Law is mathematical and statistical in na-
ture, enabling the prediction of the frequency with which
the first digit from the left is distributed in spontaneously
generated number series. As it is an empirical finding, it
does not enjoy the definition of a theorem but of a law,
and is still being investigated by mathematicians today.

Benford’s Law allows for the graphical representation
of the distribution curve of the occurrences of the first sig-
nificant digit in large data sets. The first significant digit
of a positive number is the leftmost non-zero digit of its
decimal expression. For example, the first significant digit
of  is 3, that of 2371.5 is 2 and that of 0.00563 is 5. Ben-
ford’s Law states that the distribution p(d) of the first sig-
nificant digit d is given by:

Table 4.1. — Theoretical Distribution of the First Digits of Benford
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The key condition for its application is the random gen-
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eration of numbers, with each sample being independent
of others and varied enough to span different orders of
magnitude (from tens to thousands). It is also important to
note that no lower or upper limits must be imposed on the
data considered. Finally, the numbers must not be of an
identifying nature (such as, for example, telephone num-
bers or bank details). Consequently, Benford’s Law cannot
be applied for example to ATM withdrawals because the
figure is bound to the denomination of the ATM bank-
notes, to salaries because the figure is predetermined up-
stream, or to the stature of a population because it does not
span several orders of magnitude. Any other kind of
measurement of random origin, regardless of the scale,
will respect this statistical principle.

To provide intuition on the reason why Benford’s Law
occurs, let us make an example. Imagine a nine-storey
building with an equal number of tenants per floor and a
lift. Each time the lift passes a floor, even without stopping,
the LED corresponding to the floor number will light up.
How frequently will the LED for each number light up? A
logical conclusion would be that the frequency would be
equally distributed per floor. However, in truth, number 1
will light up every time a tenant takes the lift, while number
9 will only light up when the lift is called by the ninth-floor
tenants. It is evident that the switching frequency of each
LED is inversely proportional to the height of the floor.

The first to recognise the potential of Benford’s Law in
the field of anti-fraud was Mark Nigrini, in his work ‘The de-
tection of income evasion through an analysis of digital dis-
tributions’ in 1992. To illustrate the reasoning behind the in-
tuition, let us consider the hypothetical scenario of establish-
ing a fictitious company (referred to as a ‘bad company’)
with the objective of incorporating the liabilities of other
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‘more virtuous’ companies. At the end of the year, we would
be required to present a balance sheet. However, as this is a
fictitious company, the invoice amounts would obviously be
fabricated. The distribution of the first significant figure will
show serious discrepancies with the Benford distribution
curve, despite the random selection of invoice amounts. The
‘random’ processing of numbers by humans will not follow
the natural distribution curve of Benford’s Law, but it will be
biased toward uniformity meaning that the first digits will
have roughly all the same frequency of occurrence.

Of course, compliance with the Benford curve does not
necessarily imply the genuineness of the data and non-
compliance is simply a suspicious indicator that needs
more attention.

There are several measures to assess the compliance of
a given distribution of first digits with Benford’s Law. In
the pilot study we used the Minimum Absolute Deviation
(MAD) defined as:

1 9
MAD = §dZ1|P(d) ~3(d)

where p(d) is the theoretical distribution of Benford re-
ported in Table 4.1. MAD is evaluated as the most reliable
test for checking the validity of the Benford Law, with a
value below 0.006 as close conformity, between 0.006 and
0.012 as acceptable conformity, marginally acceptable
conformity for values between 0.012 and 0.015 and non-
conformity otherwise .

"'Nigrini M.J. Benford’s Law: Applications for Forensic Account-
ing, Auditing, and Fraud Detection. John Wiley & Sons (2012).
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4.5. A Taxonomy of Fraud Indicators

A comprehensive taxonomy of fraud indicators is a
pivotal contribution of the FRED2 project, designed to en-
hance stakeholders’ capacity to detect irregularities.

This taxonomy is structured into two main components:
descriptive indicators and quantitative indicators, facilitat-
ing the identification of fraud in various organizational
and financial contexts.

Descriptive indicators focus on qualitative aspects of
the beneficiary entities and the nature of the funds, provid-
ing context for potential fraud risks. For instance, the ty-
pology of funds examines whether the resources are allo-
cated as grants, subsidies, or loans, as each type carries
distinct risks and monitoring requirements. Measurement
and amount are assessed to identify anomalies relative to
project size and industry standards, while temporal exten-
sion considers the duration over which funds are utilized,
revealing inconsistencies in fund allocation and usage. A
distinction between grants and lump sums helps tailor
oversight processes to specific funding mechanisms.

The beneficiary company’s description also falls under
descriptive indicators. Elements such as the company’s le-
gal form, shareholder composition, and the country of res-
idence of its legal representative provide insights into its
structure and operational legitimacy. The presence of con-
sortia or temporary associations can complicate accounta-
bility, necessitating a closer examination of collaborative
arrangements. The company’s track record, including a
history of completed projects, helps assess reliability,
while ongoing legal procedures and pre-existing banking
relationships indicate its financial and legal stability.
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Quantitative indicators, on the other hand, derive from
financial statements and provide measurable data to detect
potential fraud through anomalies and inconsistencies. Bal-
ance sheet-derived indicators, such as capitalization, assess
the equity-to-asset ratio, which reflects financial health.
Sudden increases in short-term debt or unexplained changes
in equity may raise concerns about liquidity and financial
manipulation. An analysis of current debt composition, re-
ceivables deterioration, and stock rotation indices reveals
inefficiencies or signs of mismanagement, while profitabil-
ity indicators like ROS, ROI, and ROE offer critical in-
sights into operational efficiency and financial stability.

The application of the taxonomy is further illustrated
through real-world case studies. One example involves fi-
nancial statement fraud detection, where an organization
receiving EU funds was suspected of inflating its financial
performance to meet eligibility criteria. The investigation
revealed revenue recognition issues, such as sudden in-
creases in revenue without corresponding operational
growth, and expense manipulation that understated costs
to inflate profits. Another case study focused on fraud in
grant allocations, where a non-profit organization misused
EU funds intended for community projects. Audits re-
vealed a lack of documentation, deviations from grant
agreements, and discrepancies in reported expenditures,
leading to the revocation of the grant and the implementa-
tion of corrective measures.

The FRED2 project also emphasizes the proactive
management of fraud risks. Predictive modelling based on
validated indicators enables the early detection of anoma-
lies, allowing institutions to anticipate and prevent fraud.
Continuous monitoring is essential, requiring regular up-
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dates to fraud indicators and the integration of advanced
technologies for enhanced oversight. Fostering a culture of
transparency further deters fraudulent behaviour by en-
couraging ethical conduct across all levels of engagement.

Fraud impacts extend beyond immediate financial loss-
es; it undermines institutional trust and disrupts operation-
al efficiency. Collaboration among EU institutions, na-
tional authorities, auditors, and beneficiaries is vital to ad-
dressing these challenges. By sharing best practices and
harmonizing regulations, stakeholders can collectively
strengthen accountability and promote sustainable fund
management practices.

The FRED2 project illuminates the critical role of edu-
cation, collaboration, and data-driven methodologies in
addressing fraud in EU funds. The comprehensive taxon-
omy of fraud indicators serves as a foundational tool, ena-
bling more effective detection and prevention strategies.
By leveraging innovative tools and fostering a culture of
integrity, institutions can safeguard financial resources and
strengthen the broader ecosystem of trust within the EU’s
financial framework. This ongoing effort underscores the
importance of vigilance and adaptability in an era where
fraud schemes continue to evolve in complexity and so-
phistication.

Another relevant contribution of FRED?2 is that part of
the indicators used for the pilot were validated by mean
of a survey administered by the Fondazione Nazionale
Commercialisti, a key partner in the task force and a piv-
otal body in the future Observatory. The questionnaire
was administered during the months of August and Sep-
tember 2024 to all the accountants affiliated to the
Fondazione. About 3,300 filled the questionnaire certify-
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ing the strong interest of the Italian accountants to the
frauds issued. The results were presented during the
webinar held in December 2024 and can be listened by
accessing the FRED2 website.

4.6. Pilot

The pilot represents the translation in terms of analysis
of the learning process developed during the duration of
FRED?2. It integrates the methodological expertise of Aca-
demia with the practical insights and requirements of
field-based Professionals. As a pilot project, it is both ex-
tendable and open to improvement. However, the pilot
project’s conceptual validity remains intact.

4.6.1. Step 1

The unit of analysis chosen is the firm (step 1 in the
map of concept). As an illustrative example we focused on
Italian building and construction companies in the period
before COVID. The reason for this is that the pandemic
constituted an exogenous market shock, which in turn al-
tered the normal course of business activities. As a result,
the analysis would have been strongly affected by it. As
part of the same step 1 of the map in Figure 4.1, several
quantities were retrieved from firms balance sheet.

4.6.2. Step 2: Key Fraud Indicators

In Step 2, the work group from Sapienza University de-
veloped a comprehensive set of 37 Key Indicators of
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Fraud (KIF), specifically designed to detect discrepancies
in the financial behavior of companies benefitting from
public funding. These indicators were derived from inten-
sive workshops held within the FRED2 project, where the
taxonomy was presented. The framework reflects an em-
pirical and theoretical understanding of how financial
anomalies may relate to fraud risk, especially in the con-
text of EU and national funding programs.

The indicators, validated through a national survey
coordinated by the Fondazione Nazionale Commercialis-
ti (see chapter 3 in this book for more details), are
grounded in historical patterns of irregular financial
conduct, drawing from balance sheet data and broader
company profiles. They are grouped into three interrelat-
ed domains: equity-based (patrimonial) indicators, fi-
nancial indicators, and economic performance indicators.
This structure reflects the classical approach to financial
statement analysis while enhancing its relevance for
fraud detection purposes. The Equity-Based Indicators
(Patrimonial Analysis) assess the solidity and composi-
tion of the company’s asset base and capital structure,
aiming to detect excessive leverage, undercapitalization,
or artificial inflation of equity. The Financial Indicators
(Liquidity and Solvency) explore the firm’s short- and
long-term financial health, with a focus on its ability to
cover obligations, manage receivables, and maintain sus-
tainable cash flows. The Economic Indicators (Profita-
bility and Value Creation) assess profitability, value
generation, and the sustainability of operational perfor-
mance over time. This classification, based on the finan-
cial statement theory and practice, offers a structured,
empirically tested model for identifying early warning
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signs of financial misconduct. It draws from standard fi-
nancial statement logic but adapts it for fraud-oriented
risk profiling. When applied across multiple financial
years, these indicators provide evaluators, auditors, and
funding bodies with a reliable diagnostic grid.

The full list of indicators retrievable from the balance

sheet/financial statement is:

1.

PN / Imm (Shareholders’ Equity to Fixed Assets):
This ratio expresses the extent to which Shareholders’
Equity (PN) covers Total Fixed Assets (Imm). It
serves as an indicator of long-term capital stability, re-
flecting the company’s capacity to support its invest-
ments with internal funds. A higher ratio suggests re-
duced dependence on external debt to finance long-
term resources, which may be interpreted as a sign of
structural robustness.

Imm / A (Fixed Assets to Total Assets): This indicator
measures the proportion of Total Fixed Assets (Imm)
relative to Total Assets (A), offering insights into the
company’s strategic orientation toward long-term in-
vestment. Elevated values may denote a focus on in-
frastructure, property, or durable capital, which can
affect both financial flexibility and risk exposure.
[imm / Imm (Intangible Fixed Assets to Total Fixed
Assets): This ratio evaluates the share of Intangible
Fixed Assets (limm)—such as patents, trademarks,
and licenses—within the broader category of Total
Fixed Assets (Imm). High values may indicate in-
vestment in innovation and knowledge-based assets,
especially in sectors driven by research and develop-
ment. However, such investments also carry valuation
risks due to their non-physical nature.
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CCap (Capitalised Costs): Capitalised Costs (CCap)
are expenditures recognized as assets due to their
long-term benefit and revenue-generating potential.
While aligned with accrual accounting principles, an
excessive or unjustified increase in capitalised costs
may suggest an attempt to defer expenses and artifi-
cially improve profitability metrics.

I.CT (Assets on Behalf of Third Parties): This item re-
flects the value of fixed assets managed by the com-
pany (Immobilizzazioni) but legally owned by exter-
nal parties. A high presence of such items may sug-
gest operational complexity or reliance on consortia
and shared infrastructure, which could introduce addi-
tional governance or audit challenges.

Debt / Equity (Debt to Equity Ratio): This indicator
assesses the extent of financial leverage by compar-
ing total debt to Shareholders’ Equity. A high ratio
reflects elevated reliance on external borrowing and
may raise concerns about solvency and long-term fi-
nancial risk.

D.b. (Short-Term Debt): This item refers to financial
obligations that are due within the next 12 months. It
provides insights into the company’s short-term sol-
vency and liquidity pressure.

D.b_DT (Short-Term Debt to Total Debt): This ratio
measures the proportion of total debt (DT) comprised
by short-term obligations (D.b). Higher values may
indicate refinancing risks or insufficient long-term fi-
nancing planning.

D.o (Long-Term Debt): This item includes financial
obligations that mature beyond 12 months. It pro-
vides an understanding of the company’s financial
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10.

11.

12.

13.

14.

15.

16.

structure and the long-term burden of its debt com-
mitments.

D.o DT (Long-Term Debt to Total Debt): This ratio
reveals the share of long-term liabilities (D.o) within
overall indebtedness (DT). A healthy proportion sug-
gests more sustainable financial planning and better
liquidity management.

AC / PC (Current Assets to Current Liabilities — Cur-
rent Ratio): This ratio indicates the company’s ability
to meet short-term obligations using liquid or current
resources. Values below 1 suggest liquidity challeng-
es, while excessively high values may indicate under-
utilization of assets.

Giac.scorte (Average Inventory): This indicator shows
the average stock value held during the fiscal period,
providing insights into inventory management prac-
tices and potential liquidity constraints tied to slow
turnover.

PFNt (Total Net Financial Position): This aggregate
measure captures the company’s overall net debt posi-
tion by comparing financial liabilities with liquid as-
sets. It is a proxy for financial independence and resil-
ience.

PFNb (Short-Term Net Financial Position): This rep-
resents the net balance of short-term financial assets
and liabilities, offering a near-term view of financial
flexibility.

PFNI (Long-Term Net Financial Position): Similar to
PFND, this item measures the net position of long-
term financial obligations and investments, shedding
light on enduring financial commitments.

Sval.Cred (Impairment of Receivables): This indicator
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17.

18.

19.

20.

21.

22.

23.

24.

quantifies the value of non-collectible receivables,
which may suggest deteriorating client relationships
or overstatement of revenues.

Deb.fin (Financial Debt): This item includes all inter-
est-bearing liabilities, both current and non-current,
and is a direct input in assessing leverage and interest
burden.

Deb.comm (Trade Debt): This refers to outstanding
obligations toward suppliers and trade partners. An
increase may signal extended payment practices or li-
quidity constraints.

L.Corr (Current Liquidity Ratio): This liquidity metric
evaluates the ability to meet current liabilities using
all current assets, including inventory and receivables.
L.diff (Deferred Liquidity Ratio): A more conserva-
tive liquidity measure, excluding inventories from the
asset base, to test how well the firm can meet obliga-
tions with liquid assets.

L.imm (Immediate Liquidity Ratio): The strictest li-
quidity test, excluding both inventory and receivables,
assessing the firm’s capacity to meet obligations using
cash or equivalents only.

EBITDA / Operating Income: This ratio contrasts
EBITDA with operating income (RO), revealing the
extent of non-cash or non-operating effects on profit-
ability. High divergence may mask earnings quality
issues.

ROI (Return on Investment): ROI is calculated as Op-
erating Income over Net Invested Capital, providing a
measure of operational efficiency in generating re-
turns on deployed resources.

ROS (Return on Sales): This profitability ratio com-
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pares Operating Profit to Turnover (revenues), indi-
cating the margin generated from core operations.

25. ROE (Return on Equity): ROE measures the return on
shareholders’ equity, serving as a barometer of mana-
gerial effectiveness in allocating and leveraging own-
er capital.

26. TCR (Capital Turnover Rate): This indicator evalu-
ates how efficiently the company generates revenue
from its invested capital base.

27. VA / RO (Value Added to Operating Income): This
ratio compares Value Added (VA)—the firm’s contri-
bution beyond industrial cost—to Operating Income
(RO), revealing the distribution of economic value
and cost structure efficiency.

The key fraud indicators were constructed for all the
companies belonging to a random sample of 600 units ex-
tracted from the population of building and construction
companies operating in Italy in each and every year from
2017 to 2019.

The data source is the AIDA database which provides
information on Italian companies and their financial, legal,
ownership and management data. The access to AIDA is
the result of the acquisition of a number of user licenses
by Sapienza.

4.6.3. Step 3: Data Analysis

The database described earlier was analysed using un-
supervised anomaly detection algorithms and later the
Benford’s law.

The study utilized a suite of unsupervised anomaly de-
tection which were:
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Inflo

kNNagg

knnsum

lof (Local Outlier Factor)
rkof

kdeos 2.

The aim was to score each firm based on the likeli-
hood of anomalous behaviour, where a higher score indi-
cates a higher probability of fraudulent activities. A se-
lection of algorithms was then made based on their ob-
served ability to discriminate abnormal from normal ob-
servations. The objective was to identify an algorithm
that would assign a high score to a selected number of
units. The graph ? in Figure 4.3 helped in discarding two
algorithms (k-deos and rkof).

2 A description of the algorithms can be found in Durgesh Samari-
ya & Amit Thakkar, 2023. “A Comprehensive Survey of Anomaly
Detection Algorithms,” Annals of Data Science, Springer, vol. 10(3),
pages 829-850, June and references therein.

3 Bach plot is called density plot. On the horizontal axis we find the
values of the variable, while on the vertical axis there is the density.
The density plot is used to specify the probability of a (random) varia-
ble falling within a particular range of values. The higher the density
the biggest the probability (for a unit range of values).
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Figure 4.3. — Distributions
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To assess the accordance of the results provided by the
algorithms, we have computed the correlation matrix.
Strong positive correlations indicate that the algorithms
provide consistent responses.
As demonstrated in Figure 4.4, the correlation plot*
shows that the correlation coefficients tend to be high,
which lends further support to the analysis performed.

4The correlation plot is a graphical representation where the corre-
lation between each pair of variables is represented through a circle.
The bigger the diameter, the highest the correlation. The sign is repre-
sented using two different colours.
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Figure 4.4. — Correlation plot for the scores of the four anomaly de-
tection algorithms
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4.6.4. Step 4: Output

kNNagg

knnsum

<)

At this stage of the analysis, each of the 600 firms has
four anomaly scores, one for each algorithm. This enables
the identification of firms that deviate from the bulk of the
data. As the anomaly score is calculated using key fraud
indicators, the firms with anomalous scores may require
further investigation.

It is the case for example of units 207, 174, 22 and, in
general, of all that points in Figure 4.5 far from most of
the observations.
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Figure 4.5. — Scatterplot of the Building and Construction Compa-
nies According to the Four Anomaly Detection Algorithms
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The successive step was to validate the analysis using
Benford Law . The refinement required the accomplish-
ment of several steps:

1. We ranked the firms from the most to the less anoma-
lous, based on the average of the four anomaly scores;

2. We extracted the first digit to the Revenues ¢ of 2019 to
check the conformity to Benford Law of the sample of
firms with respect to this variable;

3In a real situation the validation process is much more complex
because it would require a methodical evaluation of the findings, un-
dertaken in collaboration with the experts working in the field.

®We chose revenues because, since it is the most difficult balance
sheet items to alter, non-conformity to Benford Law might be due to
fraudulent behaviour;
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. We computed the MAD on the overall sample, say

MADG600;

We excluded from the data the most anomalous firm
and computed the MAD for this subset of size n-1=599,
say MAD599;

. We excluded the two most anomalous firms and comput-

ed the MAD for this subset of size n-2=598, say
MAD598;

. We repeated the steps 4 and 5 excluding the first 200

most anomalous subsets and obtained a sequence of
measures of conformity (MADi, with i=600,599, 598...)
for samples that, based on anomaly algorithms are more
and more “normal”.

The results are reported in Figure 4.6.

Figure 4.6. — Trend in MAD as the Sample Size Changes due to
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As the most anomalous observations are excluded, the
mean absolute deviation (MAD) calculated to assess turn-
over compliance to Benford’s law decreases, which indi-
cates that the companies in the subsample are gradually
becoming more compliant with Benford’s Law. This inter-
esting result suggests that the joint use of unsupervised
anomaly detection algorithms and Benford Law could be a
tool that help the Professionals working in the field to con-
trast frauds. This is because it selects the units to inspect
(the most anomalous firms in our example).
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